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Abstract
,Q� WKH�UHDOP�RI�FRPSOH[� LQGXVWULDO�SURFHVVHV��RSWLPL]LQJ�HႈFLHQF\� WKURXJK�GLVWULEXWHG�DOJRULWKPV� LV�SLYRWDO��\HW�

YXOQHUDEOH� WR�DGYHUVDULDO�DWWDFNV�WKDW�DLP�WR�FRPSURPLVH�WKH� LQWHJULW\�DQG�HႇHFWLYHQHVV�RI�RSWLPL]DWLRQ�SURFHVVHV��
$GYHUVDULDO�DWWDFNV�HQFRPSDVV�YDULRXV�PDOLFLRXV�VWUDWHJLHV�� LQFOXGLQJ�GDWD�SRLVRQLQJ��PRGHO�HYDVLRQ��DQG�SULYDF\�
EUHDFKHV��ZKLFK�SRVH�VLJQL¿FDQW�WKUHDWV�WR�WKH�UHOLDELOLW\�DQG�VHFXULW\�RI�GLVWULEXWHG�RSWLPL]DWLRQ�V\VWHPV��7R�PLWLJDWH�
WKHVH�ULVNV��GLႇHUHQWLDO�SULYDF\�HPHUJHV�DV�D�FUXFLDO�VDIHJXDUGLQJ�PHFKDQLVP��%\�LQFRUSRUDWLQJ�GLႇHUHQWLDO�SULYDF\�LQWR�
GLVWULEXWHG�RSWLPL]DWLRQ�DOJRULWKPV��VHQVLWLYH�GDWD�FDQ�EH�SURWHFWHG�ZLWKRXW�FRPSURPLVLQJ�WKH�DFFXUDF\�RI�RSWLPL]DWLRQ�
RXWFRPHV�� 7KLV� DEVWUDFW� H[SORUHV� WKH� UROH� RI� GLႇHUHQWLDO� SULYDF\� LQ� FRXQWHULQJ� DGYHUVDULDO� WKUHDWV�� GLVFXVVHV�
LPSOHPHQWDWLRQ�VWUDWHJLHV�VXFK�DV�QRLVH� LQMHFWLRQ�DQG�VHFXUH�DJJUHJDWLRQ��DQG�KLJKOLJKWV�UHDO�ZRUOG�DSSOLFDWLRQV� LQ�
VPDUW�PDQXIDFWXULQJ�DQG�HQHUJ\�JULG�PDQDJHPHQW��'HVSLWH�FKDOOHQJHV�LQ�SHUIRUPDQFH�DQG�LQWHJUDWLRQ�FRPSOH[LW\��WKH�
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computation. In distributed optimization, this means algorithms can 
operate on aggregated data without revealing sensitive information 
about any individual data contributor.

Implementing differential privacy in distributed optimization

Incorporating differential privacy into distributed optimization 
algorithms involves several key strategies
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