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Introduction
The expanding repository of genomic data and its associated 

metadata, such as translated proteins and their functions (herein 
referred to as “biodata”), is enabling the digitization of biology - and will 
stimulate innovative development of new chemicals, pharmaceuticals, 
and biologics, as part of a robust bio economy, both in the United States 
and worldwide. Increased understanding of genotypes and related 
phenotypes affords concomitant insight to possibilities for manipulating 
the genomes of organisms for specific purposes. Although the assumed 
intent of amassing and using such biodata is toward achieving positive 
societal benefits, these capabilities also generate a number of risks, if 
not threats.

Risks associated with pathogen/host biodata 

We and others have noted that access to pathogen biodata can 
facilitate purposeful engineering of modified and/or novel pathogens, 
thereby expanding the risk of both extant and new biological weapons 
programs. Pathogens have already been created de novo [1,2]. And 
the risk of developing such organisms is fortified by recently available, 
more efficient gene editing technologies [3,4]. These tools enable both 
engineering of pathogens, as well as more detailed understanding – 
and perhaps modification – of pathogen/host relationships. Currently, 
pathogen genomic data exist primarily in the public domain in open 
databases (e.g. GenBank, GeneCards, BioProject, and GeneLab) [5-8]. 
Other components of pathogen biodata, and information about the 
relationship of certain pathogens to the hosts they infect, are found within 
research papers published in the international scientific literature. In 
order to employ these data to develop pathogens that could be used for 
harm, it remains incumbent upon an actor to know what information 
to access and how such information can be utilized. While access to 
pathogen biodata may not be a security risk, per se, the compilation 
of information that could be employed toward developing agents to 
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created by synthetic biology. Of note is that the “Companion Guide” 
[20]. Provides instructions for implementing the DURC policy in 
practice, and offers useful suggestions for managing sensitive data, 
thus affording a template for development of a similar framework 
or decision-tree that could be used to assess biodata risks. But while 
useful, these guidelines do not afford governance of biodata utilized 
by synthetic biology manufacturing companies. To the extent that 
companies use commercial providers of synthetic DNA, most of those 
providers screen orders for their similarity to dangerous pathogens 
[21]. However, this is voluntary guidance, and while providing useful 
constructs and functions, is not without limitations – and defined 
weaknesses [22]. Protection of human subjects (in the United States) 
is guided and governed by The Common Rule [23] and HIPAA [24]. 
As per the most recent update, the Rule does not mandate any kind 
of encryption or protection of human genomic data collected during 
research; nor does it regulate data technologies that identify patients. 
HIPAA regulation affords privacy for individuals across 18 different 
characteristics considered to be personally identifiable information 
(PII). However, human genomic data are not included. Furthermore, 
while HIPAA enforces privacy within the US, such requirements 
no longer apply once patient files leave national custody. This may 
incur privacy risks if/as countries create partnerships with US-based 
institutions and health records are transferred beyond US borders – 
and US regulatory oversight and control. As noted, common cyber 
security tools have not been rigorously applied, or may be insufficient, 
to safeguard all types of biodata in the contexts described herein. But 
this also establishes opportunities for both innovation in cyber tools 
that can be used for different types of biodata protections, and the 
adaptation of such tools for use in academic and commercial settings 
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