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into question the �ndings of the whole report and the ethics of the 
entire procedure. Given the lack of technical understanding by judges 
and juries, unscrupulous digital forensic investigators may abuse the 
system, going so far as to destroy, alter, or misrepresent evidence [11-
13].

Digital forensic examinations in civil cases have many similarities 
to those of criminal cases, but there are also many key di�erences. 
First of all, law enforcement may have limited or no involvement in 
civil proceedings. Second, the burden of proof may be to a di�erent 
standard. �ird, the forensic exam may be governed by a court order. 
Additionally, the procedures and techniques may be di�erent from case 
to case and jurisdiction to jurisdiction. Lawyers may spend considerable 
time arguing the wording and constraints of each court order, and this 
may also spill over into legal issues for the digital forensic examiner if 
the court order is not interpreted consistently between both parties. 

Civil cases o�en have a �nancial aspect as a central focus. As such, 
there is considerable pressure to maximize or minimize the �nancial 
implications. Court orders that govern digital forensic examinations 
o�en have date constraints. In other words, only artifacts from a 
particular date range or meeting other criteria are admissible [14]. Items 
that don’t meet these constraints are supposed to be eliminated from 
consideration in the case. �at doesn’t mean eliminated information is 
not bene�cial to a party, but it is to be eliminated under the language 
of the court order. 

Court orders o�en provide for a forensic examiner to take a 
complete image of evidence and then expect the examiner to �lter 
�ndings based on the court order constraints [15]. Sometimes this 
means providing the initial dra� report of �ndings to the opposing 
counsel for veri�cation of meeting the court order before providing 
�ndings to the counsel that has engaged the examiner’s services. 
In theory this eliminates providing incorrect or undiscoverable 
information. In practice, there may be leakage of �ndings to those that 
should not have the information. One way to reduce the potential for 
this is to have someone observe the forensic investigation process. �is 
can be cumbersome and time consuming, and it likely won’t eliminate 
the chance of information leakage, but it is one of the best ways to help 
ensure that the intent of a court order is followed. It also provides the 
opportunity to recognize what information may be uncovered that is 
outside the scope of the court order, so that if a question of where such 
information came from it may be possible to tie back to a source.

One of the reasons it is di�cult to completely eliminate information 
recovered from a digital forensic investigation is that court orders 
are o�en date driven. A court order may allow for examination of 
communication between two dates. While �le timestamps can be used 
to determine when �les are accessed, electronic communication doesn’t 
necessarily have the same feature. Communication that is accessed via 
a browser, such as a web-based email account, may not create a typical 
�le. Since the message may only be viewed with a browser, a copy 
of the message may only reside in unallocated space on a disk. �is 
information is typically carved out of unallocated by means of keyword 
searches and similar means. It is possible that only part of a message 
can be recovered rather than the entire message. Since it is a fragment, 
time and date information may not be part of the record, thereby 
making interpretation as to whether the message falls within the date 
parameters of the court order unclear. �is is the kind of information 
that o�en becomes part of a review process with the opposing counsel 
to determine if the message should be supplied to the commissioning 
counsel. �is is an example of a situation where data leakage may occur 
because the commissioning counsel knows that there is information 

that could potentially help their case that they want access to, and 
through the argument process or backdoor channels may gain insight 
into what the message contains. 

Summary
Digital evidence will continue to play an important role in the justice 

system, but the system has yet to catch up with the technology. Digital 
evidence continues to be treated as if it was physical evidence, which in 
many respects it is not, and many members of the judicial system simply 
don’t have the technical background to understand digital evidence 
collection and interpretation. However, the judicial system has adapted 
to new technology in the past, and it will do so again. DNA evidence was 
widely misunderstood (and abused) when �rst introduced, but we now 
consider it to be a key evidentiary component of many proceedings. 
While few judges could sequence a gene or perform DNA matching 
analysis, the judicial system adopted processes, procedures, and access 
to external expertise so that such evidence can be collected, trusted, and 
interpreted in a consistent manner. While the same will eventually be 
true for digital evidence, we are currently �oundering in an uncertain 
state of questionable collection, processing, and interpretation. Our 
challenge is to �nd our way out of this maze as quickly as possible, and 
to minimize the damage until we do.
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