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considered such as maintaining critical functions and minimizing business interruption.

The recommendations/criteria’s given are solution-focused. They are intended for designers who are tasked
with implementing federally mandated anti-terrorist design criteria into projects, recognizing that these
requirements need to be balanced and integrated with many other design constraints such as sustainability,
construction and life-cycle costs, constructability, architectural expression and natural hazards protection. To
maximize the benefit provided by the recommendations, anti-terrorist considerations should be implemented
at the earliest planning and design stages possible. This will ensure that the resulting design maximizes
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Beyond the issues of collapse, and evacuation/rescue our objective is to reduce flying debris generated by

3|©I1JAITI 2012



areas and roadways. For the moving vehicle bomb tactic those locations will need to go beyond the areas that
are legitimately accessible to vehicles and include those that are physically accessible.

The key to understanding the planning implications of the standoff distance is in knowing the type of vehicle
and the explosive weight associated with the threat and determining where access of those vehicles will be
controlled In addition, planners need to recognize that where a higher threat severity level applies, all those
below it also apply. One approach, therefore, is to establish a standoff distance based on the largest applicable
explosive weight based on the applicable threat severity level and require access procedures for entry past
that perimeter to be applied to all vehicles at that standoff distance. In cases where the threat severity level is
equal to or greater than “high” (where the threat vehicles are trucks), all vehicles would be required to be
searched at that standoff distance.

The operational implications of that requirement may be impractical in most locations. Those operational
challenges suggest another option for application at higher threat severity levels. That option capitalizes on
the fact that trucks are assumed to carry more explosives than cars and recognizes that there are usually more
cars than trucks that require access near facilities. The approach of this second option is to create a two tiered
system of standoff distances where trucks are controlled at the standoff distance associated with the highest
applicable threat severity level and a second tier of standoff distances is established within that outer
perimeter at a distance associated with the largest explosive weight cars are assumed to carry, which is 100 kg
(220 Ibs). Note that where threats larger than 100 kg (220 Ibs) apply, all threats smaller than them also apply.
With the option of establishing two separate perimeters, trucks can be searched at the greater standoff
distance and cars can be allowed to go up to the closer standoff distance before they have to be controlled
and searched. This approach minimizes the operational challenges of searching all vehicles at the standoff
distance associated with trucks. It can be anywhere the installation operations and security personnel wanted
to establish access control, including the installation perimeter.

Fig.1 appropriate stand-off distance

Bollards, planters, fountains, fences as obstacles to ramming vehicles/truck bombs. Provide operational
bollards or fences to allow emergency vehicle access.

Raise the building 4' above grade (provide ramps for barrier-free access).

Keep parking away from the building. Restricted parking or no parking underneath the building.
Secured access to loading dock. All deliveries should be registered, screened and logged prior to
acceptance.

Remove hiding spots for bombs -- trash receptacles, mailboxes, courier boxes, newspaper boxes, plant
mate
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Access Control:

« Implement checkpoint at entrance and exits as temporary security procedure, e.g., high profile VIP stay/visit,
political conference, terrorist alert, sudden wave of terrorist attacks. Build-in spatial and utility provision for
hook-up.

» Provide security checkpoint airport-style

» Walk-through metal detector

= Scanning machine for guest luggage, bags

= Security screening and clearance for employees
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NOTE: Currently engaged in Anti-
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