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Introduction
One of the most important types of terrorism is bioterrorism 

which involves deliberate and illegal use of biological agents, poisonous 
substances or chemical agents causing mortality and illness in humans, 
animals and plants. The purpose of such materials is to cause great 
damage while using a small amount [1-3]. The most important and the 
most dangerous bioterrorism factors are Anthrax (Bacillus anthracis), 
Smallpox  (variola major) and Viral hemorrhagic fevers(including 
Filoviruses (Ebola).The most appropriate classification for bioterrorism 
agents belongs to CDC (Centers for Disease Control and Prevention), 

https://www.cdc.gov/anthrax/
https://www.cdc.gov/smallpox/
https://www.cdc.gov/vhf/
https://www.cdc.gov/vhf/virus-families/filoviridae.html
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GIS (Geographic Information Systems), facilitating the integration of 
bioterrorism information through the country, helping to accomplish 
effective services, such as the process of vaccination and antibiotic 
therapy, helping to treat early-onset illnesses leading to death quickly, 
evaluating the success in the inhibition of disease along with reducing 
its burden in the area, intercepting the chain or the transmission of 
secondary diseases, providing historical data to be used as a base for 
statistical comparisons and long-term monitoring of health [32,33,35]. 
The effects of Bioterrorism Information System depend on its features. 
Therefore, the purpose of this study is to survey the features of 
Bioterrorism Information System.

Methods
To conduct this review study, the keywords Sentinel Surveillance, 

Disease Outbreaks, Bioterrorism, Information systems and 
Biosurveillance were firstly obtained in 150 articles from databases 
like Science Direct, Pro Quest, Pub Med, Sid, Springer, Google scholar 
and Web of Science in the period from 1980 to 2017. After reviewing 
the titles and abstracts of these articles, 40 were excluded due to non-
alignment with the objectives of the study but110 met the requirement 
of the study. Having analyzed the quality of the articles, the authors 
identified and used 79 studies as the main ones, based on the contents 
of the articles and their sources.

Background
Bioterrorism Information System has been widely developed in 

different countries under different titles for the early detection and 
rapid control of epidemics as well as their evaluation. One of the 
features of this system is timely response and reaction. This means 
that bioterrorism attacks are reported before clinically recognizing 
the cluster of diseases [36,37]. Bioterrorism Information System with 
numerous features in the field of data collection and processing, and 
information distribution, as well as legal and security requirements can 
reduce epidemiological effects, rate of disease transmission and burden 
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Features of the Bioterrorism Information System in the data 
collection phase

The integration of diverse data obtained from various data sources 
[33,35,54] Examples include the use of clinical and non-clinical data, 
such as school absenteeism data [29] and OTC [50].

The Acquisition of essential data in real time using accurate and 
timely collection methods [66] such as the use of biological detectors, 
accurate and sensitive biosensors, and data integrator technology 
[67,68].

Use of Data verification in order to reduce data redundancy, 
increase the accuracy, completeness and timeliness of data using the 
advanced technology such as FACTS7 [46].

The Acquisition and collection of data from security agencies 
related to bioterrorism events.

Features of Bioterrorism Information system in the processing 
phase

The features of classification, organization, analysis and detection of 
bioterrorism attack are found in this group.

Using coding systems and vocabulary standards [50,69-71]. 

Using a robust and timely processing system [50,59,66] especially 
using the prospective and retrospective statistical methods that are 
valid and flexible to modify sensitivity and specificity thresholds based 
on time and place [31,50,53,58,64].

Automatic statistical analysis system [65].

Knowledge-based, ontology-based and using the problem-solving 
methods [50-52].

Features of Bioterrorism Information System in the 
Distribution Stage

This feature is relevant to reporting and disseminating information.

Relying on a timely distribution and display method for reporting 
[63] such as real-time reporting based on the EARS method (Early 
Aberration Reporting System) [50,53].

Creating an automatic message sending system to inform specialists 
[65].

The use of information dissemination technology based on time 
and place such as the use of GIS, dashboards as well as accurate and 
rapid alert systems [50-52] to increase efficiency for data dissemination. 
An example for this feature is “use of dashboards in BioWatch” [72].

Using the network to facilitate sharing of data, such as the use of 
crisis information sharing platform technology (CRISP), Public Health 
Information Network (PHIN), and National Food Safety Laboratory 
System (NFSLS) [3,46,63].
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-	 The use of advanced technologies such as FACTS to integrate 
data

-	 Being connected and to security centers and using their data 
to anticipate bioterrorism events.

However, in developing countries where this system has recently 
been developed, it has shown that these systems are emergency–based 
surveillance in the early stages of creation, and, over time, they enhance 
and expand their data resource.

It can also be concluded that, due to ownership, the subsystems 
of Bioterrorism Information System have different legal and security 
requirements. RODS, as the provider of a bioterrorism information 
system operating under the control of the army, has much stricter 
security requirements.

Suggestions 
-- It is suggested that various data sources be used in designing 

the National Bioterrorism Information System. Equipping the system 
with biosensors and biological detectors as well as using information 
related to the threats of bioterrorism attacks obtained from security and 
intelligence organizations have led to a real and accurate detection of 
bioterrorism attacks. In addition, the use of clinical and non-clinical 
data and technologies such as FACTS in designing will increase the 
accuracy and reduce the redundancy of data and finally will enhance 
the performance of this system.

-- To design the National Bioterrorism Information System, 
localization in the classification of biological agents based on the 
demographic and epidemiological features of a country should be 
considered.

-- It is recommended that advanced and flexible statistical 

methods be used at data processing phase. Geographic features of the 
region, epidemic diseases, demographic characteristics, classification 
system selection, determination of syndrome groups, and attention 
to the season and time of the event are significant points in order to 
determine threshold in data processing phase.

-- Determining alert system in the design of Bioterrorism 
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